
JOE GRAND AKA KINGPIN

THAT TIME I HACKED A HARDWARE 
WALLET AND RECOVERED $2 MILLION...



THIS IS A TRUE STORY 



"I’M REACHING OUT BECAUSE OF AN ISSUE I HAVE WITH MY TREZOR WALLET.   
IN 2017, I BOUGHT SOME CRYPTO AND HAVEN’T TOUCHED THE WALLET SINCE.  

WHEN I WAS MOVING EARLIER THIS YEAR, I THINK THAT I ACCIDENTALLY 
 THREW OUT THE RECOVERY SEED."







HARDWARE HACKING



- Information Gathering 

- Obtain information about the target 

- Teardown 

- Product disassembly, component/subsystem ID 

- Buses & Interfaces 

- Signal monitoring/analysis/emulation/fault injection 

- Memory & Firmware 

- Extract/modify/analyze/reprogram code or data 

- Chip-Level 

- Silicon die modification/data extraction

PROCESS



- Protects MCU internal memory, debug interfaces 

- Vendor-specific implementations 

- May require fuse/register setting, password, challenge/response 

- Reduce access (allow subset of functionality) 

- "Permanently" disable access 

- Configured/checked during chip boot process

MICROCONTROLLER SECURITY

Boot 
ROM Configuration Bootloader 

(Optional) User Code







- Intentionally cause a fault in the target device 

- System reset/halt 

- Change in software decision 

- Skip an instruction 

- Affect branching 

- Computational fault 

- Instruction decoding errors 

- Malformed data read/write

FAULT INJECTION



FAULT INJECTION



- Requires precise tuning to determine ideal glitch parameters 

- When to glitch? 

- Width of pulse? 

- Target preparation often needed 

- Usually triggered by external indicator or cycle counting 

- Based on a known bus/signal output 

- May require firmware/code analysis 

- Not a persistent attack (need to perform each time)

FAULT INJECTION



INSPIRATION
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leveldown securitycryptotronix
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TRIAL AND ERROR









STM32F2 
HAS NOT BEEN FIXED







METADATA (INCL. SEED + PIN)



CHIPWHISPERER

PHYWHISPERER

SEGGER J-LINK







THE REAL DEAL

























LESSONS LEARNED



- General purpose MCU security is not always suitable

LESSONS LEARNED



- General purpose MCU security is not always suitable 

- Fault injection is dependent on many external factors 

- Glitch "quality" 

- Glitch parameters (timing, width) 

- Temperature 

- Manufacturing variances in silicon

LESSONS LEARNED



- General purpose MCU security is not always suitable 

- Fault injection is dependent on many external factors 

- Glitch "quality" 

- Glitch parameters (timing, width) 

- Temperature 

- Manufacturing variances in silicon 

- When it works, it feels like magic

LESSONS LEARNED



- Trezor 

- wallet.fail and chip.fail 

- Kraken Identifies Critical Flaw in Trezor Hardware Wallets 

- Verifying Code Readout Protection Claims 

- Shedding too much Light on a Microcontroller’s Firmware Protection 

- Trezor - security glitches reveal your private keys! 

- Cracking a $2 million crypto wallet (The Verge) 

- How I hacked a hardware crypto wallet and recovered $2 million (YouTube) 

- offspec.io

RESOURCES

https://trezor.io/security/
http://wallet.fail
http://chip.fail
https://blog.kraken.com/post/3662/kraken-identifies-critical-flaw-in-trezor-hardware-wallets/
https://circuitcellar.com/archive-article/verifying-code-readout-protection-claims/
https://www.aisec.fraunhofer.de/en/FirmwareProtection.html
https://medium.com/@Zero404Cool/trezor-security-glitches-reveal-your-private-keys-761eeab03ff8
https://www.theverge.com/2022/1/24/22898712/crypto-hardware-wallet-hacking-lost-bitcoin-ethereum-nft
https://www.youtube.com/watch?v=dT9y-KQbqi4
http://offspec.io
https://trezor.io/security/
http://wallet.fail
http://chip.fail
https://blog.kraken.com/post/3662/kraken-identifies-critical-flaw-in-trezor-hardware-wallets/
https://circuitcellar.com/archive-article/verifying-code-readout-protection-claims/
https://www.aisec.fraunhofer.de/en/FirmwareProtection.html
https://medium.com/@Zero404Cool/trezor-security-glitches-reveal-your-private-keys-761eeab03ff8
https://www.theverge.com/2022/1/24/22898712/crypto-hardware-wallet-hacking-lost-bitcoin-ethereum-nft
https://www.youtube.com/watch?v=dT9y-KQbqi4
http://offspec.io



